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AUTING AND EVENT
CORRELATION
Abstract
By Trevor Norvill

Chairperson of the Supervisory Committee: Dr Mark Shultz
Department of Information Technology and Electrical Engineering

This Thesis is focused on Auditing and Event Correlation. A system is
developed to help system administrators analyse system attacks in response to
alerts from Intrusion Detection Systems or analyse audit data post hoc. The
system is aimed at identifying information leakage between files and
processes. In addition, the system also aims to identify illegal user command

activity and system attacks.

The system is based on Linux and correlates Kernel audit data with shell
history data. In addition, File accesses are correlated into a per session audit
log. A query engine is written to analyse multiple audit logs. This system is a

prototype and further work will evolve fromit.
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Chapter 1

INTRODUCTION

This chapter describes the research area that this Thesis is aimed at, the product that was
developed as a result of this research and finally a discussion of the remaining chapters of this
thesis is outlined.

Over the last two decades, computer crime has steadily increased with the development of the
Internet and Electronic Business. Intrusion Detection and Computer Forensics doesn’t seek to
prevent these crimes and misuse. Rather, they seek to analyse the aftermath and provide insight on

how to prevent future misuse.

The research aim of this project was to examine some commonly available types of host based logging
on computer systems and determine how these logs can be used to provide lightweight Intrusion
Detection and Computer Forensic Systems. The integration of such audit logs is aimed at enhancing

the ability to track system attacks and misuse.

The final system was named Event Correlation Tool tools or E.C.T. ECT’s design and development
was directed towards analysing data post hoc to track Intrusions and misuse attacks on a computer
system. The types of questions this system is aimed at answering are queries relating to principals,
actions and objects:

What did a user do on the system and when did they do it?

How successful was the user in their attempts?

What files were accessed and by whom were they accessed?

Who else accessed the files?

When were those files accessed in relation to other files and actions?

What intrusion detection information was logged relative to the above?

What system information was logged relative to the above?
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This project is the start of an ongoing research effort that will continue next year. This thesis will
outline background theory, motivation, design and prototype development of the C.A.T system. It
will then go on to outline refinements and extensions to this design and recommend redesign for the
next phase of the project. The goal is to design a prototype for evaluation so as to facilitate a future

production version.

1.1 THE SYSTEM

The CAT system consists of two components, the consolidation tool and the analysis tool. Each of

these is outlined below

Consolidation Tool

Uses three sources of audit data from a Linux computer system and consolidates them into one
integrated log. Kernel level audit data is combined with application level data from a program that
logs user file access history. A method of obtaining user shell history files has been derived and this
user level data is used to obtain command line parameters and session data where possible. This is
illustrated in figure 1.1 below. The result is an audit log containing correlated information on one user

for one session.

Kernel Audit

Data Correlated Audit data for one User
Session.

Shell history >

Audit Data

File Audit Data

Figure 1.1. Consolidation tool.
Analysis Tool

Once the correlated data is obtained a further tool then queries this integrated log allowing analysis of
user activity. Each correlated log that is created by the Consolidation tool represents one session for
one user. The analysis tool considers multiple session/user correlated audit logs. The current

capabilities of this tool are as follows
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Find any correlated records that involve File X within a specified time.
Find any correlated records that involve user with UID Y

Find all records between times T1 and T2.

Find any record that involves process ID Z.

Find the intersection of any of the above.

These functions will allow a system administrator to track suspicious user activity based on alerts from

intrusion detection systems. This project does not establish this link in detail but the usefulness is

made clear. It will facilitate the analysis of information leakage on a system. Figure 1.2 below shows

how the analyse tool uses the correlated log to provide the user with a front query engine

Correlated

Session
Audit Log \

Query

Correlated
Session
Audit Log

Query Analyse
Software.

System
Administrator

Query Results

Correlated /
Session

Audit Loag

Figure 1.2. Query Analyse tool.

1.2 THE VISION

The vision of this system is aimed at a two-year scope. If taken to its logical conclusion, this system

would do the following.

Integrate many forms of auditing on a system. This would provide a system that a system
administrator could query in response to concerns raised by Intrusion detection systems or

post hoc Forensic Analysis.

This system would be available on many different machines. A cross platform solution would
provide the needed flexibility that modern computer networks require. A central console

would need to moderate all the information provided by all systems on the network and
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provide a comprehensive database facilitating a detailed or abstract view of the networks state
and history.

1.3 INTRODUCTORY CONCEPTS

SECURITY A term relating to the preservation of confidentiality, integrity and availability. These
are the key attributes that define security. Confidentiality is the prevention of unauthorized disclosure
of information. Integrity is the prevention of unauthorized modification of information. Availability
is the prevention of unauthorized withholding of information [Stef00].

AUDITING Auditing is the process of recording selected events in order to provide a basis for

analysis and assurance of system integrity. According to [Price97] Auditing can be defined as

“recording and analysing system activity for detection of security problems”.

C2 Level Auditing System security is defined by Trusted Computer System Evaluation Criteria

[DODB85]. This is otherwise known as the orange book, put out by the U.S National Computer
Security Centre (NCSC) in 1985. It defines criteria that a system must pass to get a certain level of
“trust”. The level of security of interest to this thesis is C2.

“Systems in this class (C2) enforce a more finely grained discretionary access control than (C1)
systems, making users individually accountable for their actions through login procedures, auditing of

security-relevant events, and resource isolation.”[DODB85].

BS Basic Security Module. The Sun Microsystems operating system Solaris includes an extension

called the Basic Security Module. This is aimed at providing enhanced security for Solaris. The BSM
is designed to provide a C2 level of security as defined by the Trusted Computer System Evaluation
Criteria [DOD85].

INTRUSION DETECTION SYSTEMS iIntrusion detection systems (IDS) detect

suspicious events and informs the system manager [Gol99]. This is a system, which by whatever means

necessary discovers the existence of an attack upon a system [CAROQQ]
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Interestingly, the main focus of these systems is often in the internal misuse of the computer system.

MANDATORY ACCESS CONTROL A policy that tells the system who is allowed to

have access to what resource [Gol99].

DISCRETIONARY ACCESS CONTROL A policy in which access control is at the

discretion of the user [Gol99].

COVERT CHANNEL is an information flow that is in contravention of stated security policy and

not controlled by a security mechanism [Gol99]. A covert channel involves the flow of information

from high security levels to low security levels.

RESTRICTED SHELL A shell that restricts the action a user may perform. This is usually

done by not allowing a user to cd out of the . directory and not allowing them to change the PATH

environment variable.

1.4 OUTLINE OF REPORT

Chapter 1 provides an overview and an outline of the thesis content.

Chapter 2 proceeds to cover background theory including the relationship between Audit information
and Intrusion Detection, Auditing on Unix systems and provides the necessary orientation to consider
the product.

Chapter 3 reviews the products and technology, commercial auditing and 1DS tools and sources of
audit data.

Chapter 4 outlines motivation for the design.

Chapter 5 outlines the product specification. This details how the specification was created and
transformed into a design.

Chapter 6 explains the software implementation of this product.

Chapter 7 specifies the results of the thesis.

Chapter 8 outlines future developments.
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Chapter 9 contains a conclusion on the effectiveness of this work.
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Chapter 2

BACKGROUND THEORY

This chapter outlines background theory relevant to the specification and design of the product. The
relationship between Intrusion detection and auditing is examined and the various properties of audit
data exposed. An analysis of auditing in Unix and specifically Linux is undertaken and the efficiency
of correlating various types of logs is examined.

2.1 INTRUSION DETECTION AND AUDITING

Intrusion Detection Systems depend on the amount and quality of audit data available to them
[Price97]. There are two basic types of DS available.
1. Misuse Detection. An IDS that looks for well-defined attacks against known system
vulnerabilities is know as a Misuse Detection IDS [CSJ99].

2. Anomaly Detection. IDS that look for deviations from normal system usage [CSJ99].
There are two further key distinctions that distinguish IDS:

1. Network IDS. This approach examines packet headers, packet data and other network
information to determine if an attack is occurring.

2. Host Based IDS. This approach involves an Intrusion Detection System in which data from
logs on the local machine is analysed in order to detect attacks. These types of systems also

look at abnormal resource usage, compromised processes and unauthorized user activity.

Both types of IDS detect possible attacks and alert the system administrator to the possibility of an
attack. Once the System Administrator has established that there is a distinct possibility of an attack,
he may wish to take some action. However, IDS often do not give enough information to analyse the
attack in detail. The System administrators are confronted with an array of separate system logs,
kernel level audit data if available and application level audit data. Putting all this information together

to provide a big picture and forensic analysis can be difficult at best.
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2.2 THE INTEGRATION OF AUDIT DATA

Audit data exists on computer systems in many places and is produced by many pieces of software.
Audit data is classified into three categories.

1. System call audit data. Any audit data produced directly by the kernel is called system
call level audit data. This information is logged by the kernel and is generally not
controllable by the user.

2. Application level audit data. Any data produced by application level programs. These
programs run on top of the operating system and are controlled by the user.

3. Network audit data. Network audit data can be classed as application level data but
the distinction is made here to distinguish it from host based application level data.

Price [Price97] stated that Application level data has certain advantages over kernel level data. From
her work, four main observations of Kernel and Application level data can be stated.

1. Kernel auditing is very difficult to circumvent but usually creates large quantities of data and
the data is usually hard to understand due to its low level nature.

2. Application auditing produces audit data that is usually more compact and exact however it is
easier to circumvent by operating at a lower level or tunnelling. That is, a user may be able to
perform his activities below the application process performing the auditing function and thus
prevent it capturing his activity.

3. Kernel or system call audit data does not provide insight into who initiated activities. It often
provides little insight as to whether the system performed an activity on behalf of the user or
the user himself or herself initiated the action resulting in the audit information.

4. Users may give false information to application level auditors by command and program

aliasing. This point is of particular importance to this thesis and will be elaborated on later.

2.3 AUDITING IN UNIX SYSTEMS

Trusted Computer System Evaluation Criteria
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Trust is an important and fundamental concept in computer security. A widely accepted means to
measure for this “trust” is the U.S Department of Defence (DoD) Trusted Computer Security
Evaluation Criteria standard 5200.28-STD [DOD85]. This is otherwise known as the orange book. It

defines criteria that a system must meet to achieve a certain level of “trust”. Trust levels range from A

to D with A being the most secure. These levels are defined as follows:

Level D. Minimal Protection

Level C. Discretionary Protection
Level B. Mandatory Protection

Level A. Verified Protection [Dan00]

The level of security we are interested in is C2, the code for controlled access protection. C2 system

must:

Provide system level audit trail

Audit the use of identification and authentication mechanisms
Audit file access

Audit file/object deletion

Audit administrative actions.

The element of this level of security relevant to this thesis is the auditing feature. The criteria specify

the following for each record event:

Date

Time of the event

User

Type of event

Success or failure of the event.

For identification/authentication of events the origin of the request must be present.

Most Unix computer systems log at least some security related information. These are all usually

located in the /usr/adm directory. The logs are

/usr/adm/lastlog Records information on the last time a user logged in.
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/usr/adm/acct Records all executed commands.
/var/log/utmp Information used by the "who™ Unix command

/var/log/wtmp Records user log in/log out information.

The Unix Syslog facility and its associated syslogd daemon are used to log information. This is a

standard part of Unix security facilities.

2.4 AUDITING IN LINUX SYSTEMS

Linux is an open source operating system and is relatively young. It supports the standard Unix style

syslog auditing facility. Log files of note are.

Messages. Contains most of the useful system messages.
UTMP. Same as general Unix.
WTMP. Same as general Unix.

Secure.

Cron.

2.5 STANDARD AUDIT TRAIL RECORDS

Price [Price97] identified that a standard audit trails is necessary to overcome incompatibility issues in
misuse detection. In addition audit record content also needs to be in a standard format. This is
mainly due to the distributed nature of modern computer systems networks and the variety of
platforms that comprise them. This is relevant to this thesis because misuse detection has common
issues to the current work. A post hoc analysis or forensic query system needs the same
standardisation of audit records and content to help in interoperability. They have been many
attempts at standardized record formats, however, a standardized audit trial format is still a long way
off. However, there has been related work with IDS that has attempted to develop and define a

common semantics for events and event data.

10
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2.6 CONCLUSION ABOUT AUDITING AND IDS

The above theory highlights that Intrusion Detection Systems alert system administrators to the
presence of attacks on their networks. It also contained a discussion of the different types of audit
data and their characteristics. If user level data can be correlated with audit data from the kernel level,
the advantage would be that it would allow a System administrator to make better use of this
information thus improving the security and reliability of this information. The following chapter will
look at current products, both commercial and free, that log various sorts of audit data on the Linux

and Unix operating systems.

11
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CHAPTER 3

REVIEW OF PRODUCTS AND TECHNOLOGY

This chapter will examine various Auditing and Intrusion Detection products with the aim to
understanding the rationale for developing the final product which is the focus of this thesis. Both
commercial and open source application and products are examined to give an overall understanding
of the field. Also, other sources of audit data are examined including user shell history. A method of
obtaining user shell history is developed.

3.1 RELATED PRODUCTS

The following is a description of some audit and security tools that have been developed for Linux.
They have been selected for their relevance to the project.

SOLARIS BASIC SECURITY MODULE

The Solaris SHIELD Basic Security Module is an extension to Sun micro System’s Solaris Operating

system. The extension provides the security features defined as C2 in the trusted Computer System
evaluation criteria other than discretionary-access control, identification and authentication features
which are already provided by Solaris [Sun95]. The Basic Security Module (BSM) is aimed at providing
enhanced auditing abilities on Solaris. It also provides a device allocation mechanism. This feature
provides a powerful auditing tool that can serve as the data source to a variety of host and hybrid-
based Intrusion Detection Systems. The Solaris BSM record provides at least the following
information:

Header. The Header is in the format

Header, records length in bytes, audit record version number, event description, event

description modifier, time and date.

Subject. The Subject is in the format

Subject, user audits 1D, effective user ID, effective group ID, real user ID, real group ID,

process 1D, session ID, and terminal ID.

Return Code.

12
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LINUX BASIC SECURITY MODULE

The Linux Basic Security Module or Linux BSM is a project run by the University of California at

Davis. The aim is to create a comprehensive auditing package that is fully compliant with the U.S
government’s Trusted System Evaluation C2 criteria standard. The Linux BSM monitors and records
Kernel level events. This is done by a kernel patch. It is directly applied to the Linux kernel. This
patch is currently only available for the 2.2.17 kernel. There is an audit daemon called “auditd” that is
run to talk to the Kernel patch and retrieve the BSM records. A further piece of software called
praudit transforms the data returned by auditd into text that is readable by the user. This is illustrated
in figure 3.1. The Linux BSM is currently termed alpha software. This means it is in a stable but
incomplete state. The Linux BSM was designed to mirror the Solaris BSM but lacks some of the

functionality found in the Solaris version.

Linux Kernel

Unreadable
File

Text File

Figure 3.1. The BSM system.

An example of the Linux BSM is shown in figure 3.2

Read 29 bytes

Header.event_class=16 header.event_id=23 header.event_size=284
Read 284 bytes

Header, 284, execve(), Thu Jul 5 16:01:48 2001 +418613

Path, /bin/vi,

Subject,0,0,0,0,1227

Return, -13

Figure 3.2: BSM RECORD OUTPUT.

13
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ELIOTT

Eliott is a program for discovering insecure file creation/deletion using the dnotify facility of the Linux
Kernel. The use of the dnotify facility restricts its use to the 2.4.x Kernel. Eliott is designed to look at
one particular directory and its design rational is based on observing temporary file creation and
deletion that may not exist for very long. It is currently designed to log all file creation, deletion and

writes. A sample of the Eliott Output is shown in figure 3.4

[17:53:19] - New file : [tempfile] (500,100) (s 644)

Figure 3.4. Sample output from Eliott.
Important features in the above are the time field, the file accessed and the UID and GID that are

represented in the first round brackets. ELIOTT can be used to simulate hard-link exploits in order to
find and report vulnerable applications [EI01]. Eliott logs its information to standard output, but

redirection can be used to log its output to a file. Eliott can be found at [EI01].

THE ABACUS PROJECT

The Abacus Project by Psionic Software consists of a range of tools aimed at providing free auditing
and Intrusion Detection tools to the community. Components of the Abacus project that will be
discussed here are Logcheck, HostSentry and PortSentry. The abacus project can be found at [abac01].
The abacus project will not be used in this thesis but has sufficient relevance to auditing that its

components will be discussed here.

LOGCHECK

The Logcheck program was created to help in the processing of UNIX log files and in this case Linux
system log files generated by the various Abacus Project tools, system daemons etc. Logcheck also
works very well at reporting on other common system security violations and abnormal events. Log
check package consists of two components, an auxiliary component called logtail and logcheck itself.
Logtail is used in conjunction with logcheck. Logtails job is to remember in a file Logcheck has
analysed up to. Logcheck itself contains the functionality described above.

HOSTSENTRY

14
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HostSentry monitors the login accounting files, utmp/wtmp, for unusual activity. The extracted
information is stored in a database and the following activity is detected. It produces alerts based on
the following observations:

Detect first log in. This feature alerts an administrator to the event that a user logs in to the
system for the first time.

Detect unusual foreign domain login. If a login occurs from a domain that clearly has no
business being on your computer system, it should be treated as suspicious and action should
be taken. Host sentry can take the necessary action according to security policy.

Detect rhost changes. HostSentry logs the event in which a user changes their rhost file. Such
an access can have serious security implications.

Detect history file truncation. HostSentry logs the event in which a user has tried to truncate
his shell history file to 0. This is usually a clear sign that someone is trying to cover his or her
tracks after attacking a system. This point is of particular relevance to this thesis.

Detect odd directory names. HostSentry looks for unusual directory names in a users home
directory. Hackers usually do this to help hide their activities.

Detect multiple Logins. HostSentry looks for multiple logins. This is a sure sign that an attack

may be occurring.

PORTSENTRY

PortSentry is a port scanner designed to detect stealth port scans PortSentry will detect SYN/half-
open, FIN, NULL, X-MAS and oddball packet stealth scans. Four stealth scan operation modes are
available for you to choose from [AB01]. Port sentry can also react to scans in real time by blocking
offenders. Port sentry consists of an internal state engine that allows PortSentry to remember who has
connected. This helps reduce false alerts. Port scans are an indication of an imminent attack and are
quite useful.

15
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NABOU AND TRIPWIRE

Nabou is a free product and is classed as a system integrity monitor. It has a database of file properties
and each night monitors the files for changes. It is also to look for new user accounts, new Cron jobs,
SUID files and strange processes that should not exist [NAQO]

Tripwire is an open source tool on Linux. It is a tool that checks to see what has changed on your
system. The program monitors key attributes of files that should not change, including binary

signature, size, expected change of size, etc. [TRIP01]

Neither Nabou nor Tripwire are used in this project, but any future developments should keep them

in mind, especially Tripwire.

LOGSURFER

Logsurfer is a project aimed at producing a tool that monitors host based log files. It has a
configuration file that specifies signatures that are used for pattern matching to detect known patterns
of attacks that show up in system log file logged from either the syslog facility or from other
information services such as FTP and WWW. It is used because of the extremely large amount of data
that can appear in system log files. This can often get too much for system administrators. The
systems niche is to provide an efficient and effective reduction of this quantity of data. Other
advantages include the ability to email results of its analysis and its ability to analyse contexts (Multi-
line records). Log check is not used in this thesis but future projects should keep it in mind.

3.2 USER AUDIT DATA

One of the objectives of this project was to investigate if user shell history files could be used in an
auditing system. The advantages of this would be that command history often has options and
command line parameters. These are usually lost in most auditing systems. This project looked at the
bash shell in particular. The user history file in the bash shell is named .bash_history. The
bash_history file however is not a secure source of data for many reasons.

When a user opens a Linux bash shell, a script in their home directory called .bashrc is run. This file

runs a file in the /Zetc directory called bashrc. This script sets up environment variables and performs

16
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other initialisation functions. A variable that controls the operation of the shell is called an
environment variable. These variables can be made read only, so that they can no longer be written to
in a given session. The bashrc login scripts have been modified to make several of these environment
variables read only. These environment variables are HISTSIZE, HISTFILESIZE and HISTNAME.
The user cannot be allowed to modify these particular environment variables in this project as it
truncates the size of the .bash_history file to zero or prevents shell history logging altogether. This
means that no data will be logged into the history file. Once the users current session ends, the
environment variables are again in a state where they can be written. However, they will always be set
to read only when the user logs in or opens a new shell, therefore denying the user the privilege of
modifying them.

The ownership permissions on the users history file must be root so that the user cannot remove the
write file permission on the .bash history file. That is they cannot alter the permission on the history
file so as to prevent logging to that particular history file. If they could achieve this, they would have
succeeded in preventing the history file from recording the commands the user executed in that
session.

One of the major problems with making the bash history file secure is that the user can delete it. The
file permissions cannot be made read only because the user then does not have permission to write
their history to it in the first place. Therefore, the .bash_history file must have user write permissions.
This means that the user can delete the file if they desire. A mechanism had been put in place to
secure this data so that a user cannot delete it. This can be done by noting that the history from a user
session is not written to the history file until that user logs out. That is, the history from a users
current session is kept in memory until the user logs out. At the logout point, the command history is
written from memory to the .bash_history file in the user’s home directory. The current method of
securing this history is a Suid program written in c. It is called from the bashrc log in script and copies
the .bash_history file from the users home directory to a secure place in a super user owned directory.
If a user was to delete the .bash_history file just before logging out, they will not have deleted the
commands they just completed even though tey thought they might have, rather they will have

deleted a stale version of it. When they next log to the system the bashrc login script will use the Suid
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program to copy the history from the previous session to a secure place in the root owned directory.
This is obviously out of access range for the user and is therefore secure.

This is obviously not a completely secure source of user command audit data. The user can still
recompile a new shell or import their own to change the rules of the game. This could be prevented
by the use of a restricted shell. However, it is up to the system administrator as to whether this level
of assurance is required.

3.3 COMMERCIAL AUDITING TOOLS

This Thesis did not aim to use a commercial auditing and Intrusion Detection tool because of cost but
they will be discussed here for completeness.

INGRES 1l

Ingress Il is a product produced by Computer Associates that came out of research projects in the
late 1970's. C. A claims that Ingress Il is a complete solution for eBusiness that enables access to a
wide variety of enterprise data, remote and high availability replication. It is designed to run across a
variety of platforms such as Windows, Unix and Linux[CAO1]. What makes this system worth
mentioning here is that is provides a C2 level of Auditing in the supported platforms. It was not
considered for this Thesis because it is expensive enterprise software.

SAWMILL

Sawmill is a commercial auditing tools designed to provide a powerful, hierarchical log analysis tool. It
is designed to run on many platforms including Linux. Its main functionality includes analysing web
server logs, but can process almost any log. The logs supported include apache logs, Cisco logs,
Microsoft logs of various sorts, Tivoli Policy Director and other Tivoli related logs and many more. It
is mainly used by ISP to quickly and graphically analyse extremely large amounts of data. It is database
driven[SAWO1]. It is noted here for completeness only.
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3.4 INTRUSION DETECTION SYSTEMS

There are several good Intrusion detection system tools on Linux. The one focused on here will be
Snort. Snort is a free lightweight Intrusion Detection System for Linux that can monitor small
TCP/IP networks. It is designed to detect a wide variety of suspicious network related attacks. It is
essentially a libpcap based packet sniffer and logger that can be used for the above mentioned
purposes. Some examples of the type of attacks Snort is designed to detect are buffer overflows
attacks, stealth port scans, CGI attacks and SMB probes. Snort uses rules based logging to provide

content pattern matching.

3.5 OTHER ORGANISATIONS

INTERSECT ALLIANCE

The Intersect alliance is developing a product called S.N.A.R.E. This stands for System Intrusion and
Analysis and Reporting Environment. The motivation for the product is that they believe that one of
the key factors holding Linux back from use in large organizations is its lack of Host based Intrusion
Detection. That is, a system that includes auditing and event logging. S.N.A.R.E aims to provide C2
level audit abilities via a dynamically loaded Kernel module. This means the ability to gain Auditing
capabilities without the need to recompile the kernel. This software is currently only in the
development phase[SNAREQ1].
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CHAPTER 4

MOTIVATION FOR DESIGN

This chapter will focus on the process of development of the final product in order to orientate the
reader to the motivation for the final specification of the product. It will outline the motivation for
design including a discussion of how the functionality requirements were set. A discussion of the
design goals leads into the proposed operation. This is followed by a discussion of the process that led
to the development of the final product.

4.1 MOTIVATION FOR DESIGN

The basic motivation for the product design that drove this project was the desire to see what host
based logs could be correlated together to obtain more information than any single log by itself. This
goal was a variation of the initial goal which was to see what network analysis tools could be integrated
with host based logs to allow forensic analysis.

The correlation goal leads into a second goal. It was desired to see the effectiveness of querying these
combined logs to further facilitate forensic analysis. This analysis was aimed at two main points

Analysing data post hoc once an intrusion detection system has identified an attack or
any other means of identifying a suspected attack. This is to more adequately analyse
the damage.

Help identify covert channels and other suspicious flows of data between files and

processes.

4.2 DESIGN GOALS

The design goals for this project are defined as follows

1. Construct a prototype that can be evaluated and improved upon as a future project
that will be derived from this project
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Design the system to be extensible so that further functionality can be added. This is
an important point as this project will be used as the basis for further work. This
further work will incorporate more audit data and the system therefore needs to be

extensible.

Design the system with efficiency in mind. Due to the large amount of audit data
involved, the system must be reasonably efficient.

4.3 PROPOSED OPERATION

The design will consist of two parts that will operate together to provide the services of the system.

A Consolidation component. The Consolidation component will combine various
logs to produce one consolidated per user per session log. These session logs will
contain all the needed data for the second component. The output of the
Consolidation component will be a single per user/per session text log file.

The analysis component will take all consolidated logs as inputs and create an object
representing consolidated logs that it may then query. Each consolidated session log
will consist of several records. Figure 4.2 illustrates this. It shows several consolidated
sessions generated by the consolidation component being combined into an object
representing several sessions that may then be queried. A user will then be able to
query the combined data for desired information.

Day object

Session Session

ecord ecord ecord ecord ecord ecord

Figure 4.2. Query data organization
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4.4 PROCESS OF DEVELOPMENT

This section will briefly outline the process of development. More technical details will be provided in
the derivation of the specifications in the next section. The process of development of the E.C.T
system started with an analysis of the start of the art of the intrusion detection field. In particular, a
review of network analysis tools was undertaken. It was found that these tools along with host based
audit logs provided the basis for most Intrusion Detection Systems that in turn provided real time
alerts for system administrators. The first model that was developed is shown in figure 4.3. This
shows how Intrusion Detection systems use either Network audit data or host based audit data or
both to create alerts. The idea was to develop a system that then allowed the system administrator to
further analyse the data via intelligent queries post hoc as part of a forensic analysis. Figure 4.3 was the

first model concept for the project.

Network  Analyse

Tools I

Host based logs

Intrusion
Detction
System

System
Administration

Correlation and Query

Figure 4.3. Original concept.

This then motivated a search on what sources of audit data there were on various Unix systems. At
this point an operating system was chosen. Various operating system platforms were considered. The

Linux operating system was eventually chosen because

It is open source. Linux is open source with many free security products available.
This makes it an attractive research platform. Companies such as the Intersect alliance
believe that the lack of C2 audit capabilities is holding back Linux from deployment in
the corporate environment when substantial security is needed.
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Industry security firms are increasingly supporting Linux. Firms such as IBM Tivoli
and Computer Associates are now supporting Linux for their Security products.

After the operating system was chosen, the survey of products that obtain audit data on Linux found
the products described in chapter 3. The central and most important piece of this survey was the
identification of the Linux Basic Security Module(BSM). The Linux BSM provides a substantial basis
for an auditing system and was perfect for our purposes. However, it is only considered alpha
software and needs further work before a production system is available. Although it is only
experimental software, it is stable and tested on the 2.2.17 Linux kernel. The discovery of the BSM
made up the core of the auditing system we wished to design. Two other major needs that were
perceived were, data on file access and user shell command line data. File accesses are something not
covered by BSM.

This led to the investigation and discovery of the Eliott program. Eliott is not perfect for our
purposes but can be changed to meet specifications. It provides analysis of insecure temporary file
accesses via examining swap file. In addition, BSM does not include command line parameters. These
can be useful in a forensic analysis of audit data because of the range of functionality a single Unix
command can be made to perform depending on command line parameters. In addition the BSM can
have multiple records for a single command. For instance, the ‘vi’ editor command shows three
entries in the BSM log. It was decided that shell history could be used to make the BSM data more
useful and readable.

Once the major components had been identified, a programming language had to be decided on. Due
to the nature of text file processing and mttern matching required in the correlation, the Perl
programming language was chosen. Perl is unrivalled in its pattern matching abilities and ease of
manipulating string and integers. For this reason, it was chosen over a language like C which is
extremely difficult to process files and text. At this stage of development Perl was believed to offer an
object orientated programming facility. However, after reviewing many books, it was found that Perl
was not a truly object orientated has was hoped. Documentation on Perl object orientated facilities is
extremely short. The extensibility goal dictated that the query engine be designed using object
orientated principles. This would allow the important goal of extensibility to be met. A database was
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not chosen at this stage because of the time and learning curve involved and my complete lack of
knowledge in this area.

24



Auditing and Event Correlation

CHAPTER 5

PRODUCT SPECIFICATION

The last chapter defined the scope and rationale of the project. This chapter outlines the exact

requirements and specification of the product at this stage of development and, the major design goals

will be revisited and elaborated on. The major software components are also introduced. Finally,

major tasks and milestones are defined and a conclusion on this specification made.

5.1 MAJOR DESIGN GOALS

1.

Produce a system that can be used to analyse data post hoc, possibly in response to an
Intrusion Detection System alert. Such functionality is aimed at providing enhanced
ability for performing forensic analysis.

Correlate several sources of data, both Kernel and application level, to obtain more
information from the combined sources than either source by itself could provide.
The types of data should included files accessed, kernel audit data and user shell
command history providing session information and command parameters. This will
fit in seamlessly with point 1.

Construct a prototype that can be evaluated and be improved upon as a future project
that will be derived from this project.

Design the system extensible so that further functionality can be added.

Design the system so as to provide scalability.

5.2 MAJOR SOFTWARE COMPONENTS

The system will consist of six major software components. They are

1. The Linux Basic security module. This component is a kemel patch that provides system call

level audit data. The Linux BSM consists of three major components.

The Kernel patch. The BSM patch is directly applied to the kernel. The kernel then

needs to be recompiled. This is one of the disadvantages of the Linux BSM.
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Auditd. Auditd is the audit daemon that communicates with the BSM kernel patch. It
maps kernel memory space to users memory space. The Solaris BSM operates in the
same way. The output is not legible.
Praudit. This is the analysis tool that turns the Linux BSM log produced by auditd into
a text file that is viewable by a user.
The relationship between these tools is shown in figure 3.1.
Eliott. Eliott is a tool designed to log file creation/deletion/writes. Its primary use is to
detect insecure file creation.
The bash shell collection scripts. This is a collection of scripts designed to collect user bash
history. This consists of an especially modified bashrc file that calls an SUID program to copy
the users .bash_history file upon login.
The consolidation tool. This tool is part of the development for this project. It will produce a
correlated log of the bash history, Eliott and BSM log files.
The query analysis tool. This tool is the part of the development for this project. It is used to
query the combined Bash, BSM and Eliott correlated file. The types of query will be defined
later.
Linux Operating System. The system all the above are designed to run on is the Linux
Operating system.

Figure 5.1 represents how the six components are related

Eliott
File

Bash

Linux
See Figure 3.1

Script See Fig 6.1

BSM

logFile \

BSM.

Consolidation Software

Session
/user
log file

Login Query Software

Figure 5.1. The system components relationship
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5.3 DATA FOR CONSOLIDATION TOOL
DATA USED BY THE CONSOLIDATION TOOL

The consolidation tool is aimed initially at correlating three sources of data. They are
BSM audit data
Shell history audit data
Eliott file access audit data

In this section, the type of audit data and advantages of each are discussed.

SHELL HISTORY

The Shell history mechanism is provided for users to use shell command line recall. 1t logs command
line commands and associated parameters. It is not a secure source of information because this type
of information logging can be avoided, although it requires some effort. However, session
information and command line parameters can be achieved from this type of log were possible. This
makes it a valuable source of data as command line parameters often make the difference between a

valid command and a malicious command [Axe00].

BSM
The BSM output consists of a number of records. An example of a BSM record is shown in figure
5.1. The BSM works in such a way as to allow multiple records for each command entered. The data
worth noting in the BSM output is:
1. User ID, Process ID, Effective UID, Group ID, Effective GID.
2. Time
3. Subject
4. Return code.
ELIOTT
The output of the Eliott program is shown in figure 5.2. Properties of this data worth noting are:
1. Time
2. File access(swap file)
3. UseriID
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ADVANTAGES OF CORRELATING THIS DATA

BASH-BSM

The BSM contains substantial information. However, the output is very hard to read, contains no
session information, contains no relationship between commands executed and BSM output and does
not have command line parameters. The shell history file on the other hand contains command line

parameters. The consolidation of the two files can provide

A mapping of BSM output to bash commands making the BSM audit data
easier to interpret.

Times for the history file commands.

Provide command line arguments for the BSM data.

BSM_ELIOTT
Eliott provides information on the files accessed. The advantage of correlating BSM data to Eliott is

that BSM provides no details on file accesses. This is one of the systems goals.

5.4 SPECIFICATION OF CONSOLIDATION TOOL

INPUTS TO CONSOLIDATION TOOL

The inputs to the consolidation tool consist of the following at this stage of development.
1 session/user log of a bash history file.

BSM log containing all sessions and users. Each shell history command can map to multiple
BSM entires.

1 Eliott log file.

OUTPUTS TO CONSOLIDATION TOOL

The outputs of the consolidation tool consist of the following

1 session/user log consisting of the correlated BSM, ELIOTT and shell data.

TASKS TO BE PERFORMED BY CONSOLIDATION TOOL

1. Prepare shell history file for consolidation. This consists of the following components

28



Auditing and Event Correlation

In order to map a shell history command, a mapping of that shell command to its
BSM “template” is needed. In order to achieve this mapping, the first token of the
shell history file must be separated from its command line parameters.
Find out if each command is a valid bash shell command or not. If the command is
not a recognized command, then it must be marked invalid. This will prevent the
consolidation tool from looking for BSM entries that do not exist in addition to
making the system faster. Any commands with invalid parameters will be dealt with
later. Figure 5.2 shows a simple example of how this processing occurs.

Is-| ——» Is ———»Valid command

uname——p uname —p Valid command

uname-a___yp.uname _____ y Valid command

unam-a —»uname p Invalid command

compare

Figure 5.2. Validating commands example
2. The BSM log also needs some pre-processing. The following needs to be done

Separate the BSM log file into multiple log file according to User ID. This will
allow consolidation with individual shell history file.
The BSM entries need to be grouped by Process ID. This will help to group the
BSM entries for mapping to each shell command.
The BSM entries need to be grouped by Time. Any entries that occur within 200
ms have most likely part of the one shell command. This will indicate possible
relationships between the entries and help classify them as valid and invalid.
The two groups based on time and Process ID need to be combined to form one
group representing the probable grouping of BSM entries. These groups should
then almost exactly match the Shell history commands.

3. Pre-process the Eliott Output. The Eliott log is trimmed by extracting records with the UID

we are interested in. The times of the individual entries will need to be extracted here too.
4. Do the actual consolidation. This consists of the following

1. The Bash/BSM mapping presents two cases that must be dealt with.

29



Auditing and Event Correlation

1. The case in which the bash command is valid. If the shell history
command was valid, then a simple search of the BSM log for its
corresponding map will provide the required information

2. The case in which the bash command is invalid. There are two
possibilities here. If the command was a program, or shell script
that was executed, then a search of the BSM output will find the
characteristics of this. If command was indeed not a valid
command, then it should be discarded.

2. Invalidation checking. Figure 5.2 shows a situation in which this
system cannot predict the correct entry to correlate. This is due to the
fact that the system can produce BSM entries on behalf of the user.
The simple example in figure 5.2 shows a situation in which the system
has logged extra grep commands on behalf of the user. In this
situation, the system can make no valid conclusion as to which entry
should be the correct one associated with the entry in the shell history
file. This system will implement a look back invalidation method that

will be explained in chapter 6.

5.5 SPECIFICATION OF THE QUERY TOOL

The query tool is aimed at being able to satisfy the following questions:
1. Find any correlated records that involve File X within a specified time.
2. Find any correlated records that involve user with UID Y
3. Find all records between times T1 and T2.
4. Find any record that involves process ID Z.
5. Find the intersection of any of the above.
The query tool is written in java. This is because extensibility needs to be built into the program thus
requiring a good object orientated language.
CLASS STRUCTURE

The nature of the correlated log file leads to a natural object orientated approach. Multiple correlated

logs representing one session each will need to be queried. Therefore, a class representing a “day”
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object would be appropriate. This day object would consist of multiple sessions. Each session would
be represented as a session object. Each session in turn would consist of a number of record objects
each representing a record in the correlated log. This leads to the following class structure pictured in
figure 53. In addition several other classes exist to support these main classes. A
ControllingWindows class will control the Graphic user interface. Additionally, a TokenizeTime class

will exist to break a time down into its components.

Class analyseDay

Class Class
Controlling / T TokenizeTime

Window L

Class Session /
L ——»

Class Record

?

TwoTimes

Figure 5.3. Class Structure for query tool.
METHODS OFFERED

The major methods offered by each class of the analysis tool are discussed here.

Class analyseDay

This class should offer methods to do the following.
Return all records in all session that have the file X in them.
Return all records in all sessions that have the UID Y in them.
Return all records that exist between time T1 and time T2.

Return all records in all sessions that have the PID A in them.

Class Sessions

This class should offer methods to do the following.
A method to search all records in a session and return records containing file X.

A method to search all records in a session and return records containing UID Y.
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A method to search all records and return records having a time between Time T1 and
time T2.

A method to search all records in a session and return records containing PID Y.

Class Records

This class should offer the following methods.
A method that returns a Boolean whose return value depends on whether a particular
UID is present in the record or not.
A method that returns a Boolean whose return value depends on whether a particular
File is present in the record or not.
A method that returns a Boolean whose return value depends on whether a particular
record’s time is between the two boundary condition T2 and T2 parsed to the method.
A method that returns a Boolean whose return value depends on whether a particular

PID is present in the record or not.

Class TokenizeTime

This class should contain the following methods:

Three methods to return the Hour, Minute and second of a time string in the format
HH:MM:SS.

Class TwoTimes

This class should contain the following methods:

A Method to return a Boolean subject to the evaluation of the parsed time compared

to the boundary times.
5.6 MILESTONES THE PROJECT IS TO ACHIEVE

This project aims to achieve the following milestones:
1. Develop a secure method of obtaining user shell history for use in security audit application.
2. Show that the correlated BSM-bash log is useful in providing information to analyse system
attacks. This involves the implementation of the BSM-bash consolidation. This is not a trivial
task as there is no direct correlating factor between the two. In fact, a direct correlation cannot

always be achieved. This will be outlined further later.
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3. Show that the correlation between Eliott and the BSM is useful in providing information to
analyse system attacks.

4. Develop a query system that can interrogate the correlated log.
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CHAPTER 6

IMPLEMENTATION

This chapter describes the actual software implementation of the E.C.T product. It will start with a
look at the consolidation tool followed by a discussion of the implementation of the query tool. A
flow chart of the consolidation tool will be discussed and the function implementation explained. The
implementation of the query software will then precede a conclusion on the overall software
implementation. A complete code listing of both the consolidation tool and the query analyse tool can

be found in Appendix 1.
6.1 OBTAINING SHELL HISTORY

As mentioned in chapter 3, a method of obtaining user shell history has been derived. It involves
noting that user history is kept in memory and not written to the history file until the user logs out. If a
hacker deletes his history file after malicious activity, he may even think he has covered his tacks when
all his movements are secured in a super user owned location. This current method of obtaining this
information is to make a minor change in the bash shell to force the shell to run the bashrc file in the
/etc directory whenever it is invoked. The bashrc file then runs a SUID program and copies the user
history file over to a secure root location. Access to other shells is restricted by moving the shell
binaries to another location that is not accessible to the user. It must be stressed that the current
system does not guarantee shell history as the user can recompile the shell or import a new shell as
long as a restricted shell is not in use. However, it makes it much harder for the user to avoid this kind
of high-level auditing. In fact, any use of an alternate shell or suspicious use of command line aliasing
can then be treated as signs of suspicious activity. The intention here is to grab user history when

available to help provide a better picture of what is going on. This is shown in figure 6.1 below.

Log In Shell Lodi User
- /etc/Bashrc .bash_history
Event File From last
Session

Figure 6.1. Obta